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Abstract — Wirelesscommunications has become an important commercial product feature and research topic withinthe
last ten years. There are now more mobile phone subscriptionstha  nwired-linesubscriptions. Onearea of commercial
interest lately hasbeen low -cost, low-power, and short distance wir el ess communi cations used for “ personal wireless
networks.” Technology advancementsare providing smaller and morecost effectivedevic ~ esfor integrating computational
processing, wirelesscommunications, and a host of other functionalities. These embedded communications deviceswill be
integrated into applicationsranging fromhomeland security to industry automation and monitoring, and will also enable
customtailored engineering solutions, creating a revolutionary way of information dissemination and processing. With new
technol ogies and devices come new business activity, and the need for employeesin these technological areas. Engi neers
who have knowl edge of embedded systems and wireless communicationswill bein high demand. Unfortunately, thereare

few affor dable devel opment environments availablefor classroom use, so students often do not lear n about these

technologies during h ands-on lab exercises. The goal of a development and teaching effort wasto createalow  -power
embedded systemthat could be used to teach wirel ess communications har dware and protocols. Thispaper presentsthe
experiencesof introducing board -to-board ¢ ommunications, I nfrared communi cations, and finally wirelesscommunications
concepts and hardwareinto the classroom. Specific assessment of student skillsthat were needed asa prerequisiteand
successes based on prerequisitesarealsoaddressed. Adesi  gn of additional hardwareispresented. Also, afuture classthat
buildson thesetoolsis suggested.

Index Terms — Embedded Systems, Wirelesscommunications, hands  -onlearning, | EEE 802.15.4, Bluetooth.
INTRODUCTION

Experts say that embedded systems are "everywhere" around us. Embedded Systems Development is the field of putting
small computers in everyday items, like microwave ovens and wireless phones. Wireless communications has become an
important commercial product feature and research topic within the last ten years. There are now more mobile phone
subscriptions than wired-line subscriptions. One area of commercial interest lately has been low-cost, low-power, and short
distance wireless communications used for “persona wireless networks.” Specifically, Bluetooth components have been
included in mobile phones, head sets, Personal Digital Assistants (PDA), PCs, printers, and other devices. A new
communications standard, IEEE 802.15.4, has been created to further reduce the power requirements and cost of devices.

Technology advancements are providing smaller and more cost effective devices for integrating computational
processing, wireless communications, and a host of other functionalities. These embedded communications devices will be
integrated into applications ranging from homeland security to industry automation and monitoring, and will also enable
custom tailored engineering solutions, creating a revolutionary way of information dissemination and processing. The
wireless embedded network is context aware, taking into account the power restrictions, the application’ s information flow
rates, the network’s location, as well as reliability and survivability. Development of wireless embedded networks requires a
detailed understanding of the RF environment, low power circuit design and advancements in energy efficient network
design.

With new technologies and devices come new business activity, and the need for employees in these technological areas.
Engineers who have knowledge of embedded systems and wireless communications will be in high demand. Unfortunately,
there are few affordable development environments available for classroom use, so students often do not learn about these
technologies during hands-on lab exercises.

The goal of adevelopment and teaching effort was to create a low-power embedded system that could be used to teach
wireless communications hardware and protocols. The specifications of these new teaching tools were that:

e  The base embedded microcontroller environment should be a very low cost off-the-shelf development board. Two were
selected: the Renesas M30262 SKP board ($40) and the Atmel STK500 board ($40). These two boards have
accompanying development software and compilers.
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e  The communications electronics should be low cost Bluetooth and 802.14.5 devices that are attached to the development
board via removable daughter boards.

e Basic communications protocols should be implemented to alow the boards to work and communicate, as identified by
the standards specification. The use of these basic protocol software libraries should be documented so that students,
with the correct development board and communications daughter board, could use this software.

e The basic protocols and daughter boards should be used by students in an embedded systems or computer interfacing
course.

This paper presents the experiences of introducing board-to-board communications, Infrared communications, and
finally wireless communications concepts and hardware into the classroom. Specific assessment of student skills that were
needed as a prerequisite and successes based on prerequisites are also addressed. A design of additional hardware is
presented. Also, a future class that builds on these tools is suggested.

AN EMBEDDED SYSTEMSAND AN ADVANCED EMBEDDED SYSTEMS COURSE

The IEEE Computer Society and the ACM formed a joint task force to create a model curriculum for computing. They have
developed guidelines for a Computer Engineering curriculum [1], of which embedded systems and communications are core
disciplines, or "knowledge areas." The task force also states that, "Computer engineering must include appropriate and
necessary design and laboratory experiences. A computer engineering program should include “hands-on” experience in
designing, building, and testing both hardware and software systems.”

An embedded systems course was developed at North Carolina State University in 2002 to better prepare Computer
Engineering students for the design challenges of today's marketplace. The course was brought to the University of North
Carolina at Charlotte in 2003 [2]. The goa of an embedded systems course is to solidify and build upon a student’s
knowledge of computer organization by presenting hands-on experience with microcontrollers. Students also examine a few
sensors that are used in commercial and medical products and learn how to interface them in a microcontroller system.
Specifically, the course performance outcomes are that students will:

Recognize and identify the constraints facing embedded system designers, and determine how to assess them.
Program a modern microcontroller in assembly language and operate its peripheral devices.

Interpret how the assembly code generated by a compiler relates to the original C code.

Practice thread-based program design with a real-time operating system.

Develop programs controlling embedded systems using quick and efficient methods.

Predict, measure and manipulate a program'’s execution time.

oukswhE

Laboratory assignments are an integral part of the course and are intended to provide experience in applying the design
techniques discussed in lecture. Because almost all of us learn by doing, the laboratory is probably the most effective method
for learning the material. These assignments use the embedded systems board required for the class. Lab exercises can be
performed in the Embedded Systems Teaching Lab or on a student’s own home PC, but the successful implementation has to
be demonstrated to aLab TA. The laboratory setup includes networked PCs, bench power supplies, multi-meters, and 350
MHz mixed-signal oscilloscopes. The laboratory board kit is purchased by each student in the class through the university
bookstore and includes the board, a ROM monitor daughter board, a USB cable, and two Irtegrated Development
Environment (IDE) software disks. Students keep this board after the class ends for use in other classes (e.g. Senior Design,
Advanced Embedded Systems). Students work in pairs. The first few assignments require only one board for development
and demonstration, but later lab assignments require board-to-board communications, so two boards are needed. The last
assignment uses concepts from all of the previous labs, and also requires code reuse.

An advanced course in embedded system design utilizes the same 16-bit microprocessor board and development
environment described above. In this course students:

e Recognize and identify the constraints facing embedded system designers, and determine how to assess them.

Program a modern microcontroller in assembly language and operate its peripheral devices.

Interpret how the assembly code generated by a compiler relates to the original C code.

Practice thread-based program design with a real-time operating system.

Develop programs controlling embedded systems using quick and efficient methods.

Predict, measure, and manipulate a program's execution time.

Learn software development techniques and tools used in embedded system development, including working with
configuration management tools and software repositories.
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e Design and build embedded systems, including architecture, schematic capture and layout, board manufacture,
population, test, and system integration.

The goal of this advanced course is to solidify and build upon a student’s knowledge of computer organization by
presenting hands-on experience with microcontrollers. Students also examine a few sensors that are used in commercial and
medical products and learn how to interface them in a microcontroller system. Students in this course continue to utilize the
mixed signal oscilloscopes and PCs with software development environments described above. They also use configuration
management tools available via the campus local area network.

INTRODUCING COMMUNICATIONSINTO EMBEDDED SYSTEMS COURSES

The approach to teach communications to students is bottom-up with respect to the OSl layer model. In the introductory
embedded systems course students implement basic serial 1/0 communications using polling by transmitting data between a
PC and aM30262 SKP development board. They learned the importance of setting up the physical data communications
including speed, number of data bits, start and stop bits, and parity. Next they used interrupts to perform seria 1/0 between
two M30262 SKP development boards. Students learned the importance of relying on the hardware and interrupt service
routines to handle the physical transmission of large blocks of data.

In the advanced embedded course, students continued their experiences with data communications by designing their
own communications circuit to interface with the development board. Their first lab introduced students to interfacing two
M30262 SKP board via an Infrared (IR) link. In this lab students utilized onboard timers, serial UARTS, and 1/O ports of the
board to create an IR communications device. The main objective was to create a board that can attach to a PC and
transmit/receive data via an IR link. Two boards were programmed with the same code and had the same IR hardware. IR
hardware was provided. Two seria cables and one PC with two serial ports were needed. The first effort simply sent a single
byte, and waited for an acknowledgement (ACK) or non-acknowledgement (NAK) byte to be returned. Students also
implemented a time-out function to alow resending the byte if an ACK or NAK was not received in sufficient time after
transmission. An example of the lab set-up for the Infrared communications experiment is shown in Figure 1A.

The next effort involved creating packets of data and transmitting these between boards. The packets had a sync byte,
source and destination bytes, a packet size byte, the data payload, and a checksum byte. In this exercise, the students learned
the value of building packets, then buffering data and decoding packets.

The last effort in this series of exercises was to involve a packet store-and-forward exercise, where any received packet
that was not intended for the device would be forwarded to the next device, but the success rate of the packet exercise was
too low to alow groupsto easily reuse code.
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FIGURE 1
A) A LAB SETUPFOR THE | NFRARED COMMUNICATIONSEXERCISE B) A LAB SETUPFOR THE BLUETOOTH COMMUNICATIONSEXERCISE

The next communications experiment involved building transmission packets for the Teleca (Ericsson-made) Bluetooth
module. Students set up the Bluetooth module for data communications, then continuously transmitted the temperature value
(in ASCII) of the development board's thermistor to another Bluetooth module connected to a PC. Again students needed to
build packets with the destination address and payload. One aspect that they did not program was the Bluetooth discovery
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process - they had to rely on an aready written PC program to do this. See Figure 1B for an example of the Bluetooth lab
setup.

One effort that was started but not completed was the creation of an IEEE 802.15.4 "daughter board" which could plug
into the class development board. This daughter board would contain only the radio transceiver chip and supporting circuitry
for IEEE 802.15.4 communications, and rely on the development board for the software stack needed to communicate
between boards. We would provide the students with the necessary libraries needed to build messages for transmission, and
decode received messages. We are currently completing this work and hope to have it available for the last l1ab exercise of
the Fall 2004 semester.

FIGURE 2
SAMPLE EMBEDDED DEVELOPMENT BOARD WITH ATTACHED | EEE802.15.4 COMMUNICATIONS DAUGHTER BOARD

Student success of each exercise was measured by grading each lab based on the functionality demonstration, code
content, code structure, and lab report. A score of 85% of possible lab exercise points was considered a successful
implementation of the lab. The five efforts described above had the following success rates: serial 1/0O-Polling = 100%;
serial |/O-Interrupts = 95%; IR communications- basic = 100%, IR communications- packets= 50%, Bluetooth
communications = 100%. The reason the packet communications lab exhibited a low success rate was due primarily to the
difficulty of synchronizing the bits of the entire packet between the two boards. Students learned that the timers and system
clocks of individual boards were often too far apart to allow synchronization based on only the synchronization byte.
Nonetheless, this is an important concept and in future labs we may incorporate this concept through discovery-based
learning.

FUTURE WORK — AN WIRELESSENABLED EMBEDDED SYSTEMS COURSE

A new senior technical elective course will be developed to address issues associated with designing and implementing

wireless sensor networks. The course builds upon and is motivated by extensive educational literature which supports the

integration of classroom learning with laboratory experience for educating students in communications [4-16]. The proposed
course will have the following five educational objectives:

1. Issues and design practices for integrating sensor, control logic, and RF communications for low cost and low power
sensor applications.

2. Introduction to low power and low cost RF communication standards. Specificaly, the IEEE 802.15.1 (Bluetooth) and
IEEE 802.15.4 (LR-WPAN). These two standards will be compared and contrasted to examine trade-offs in transceiver
design for wireless sensor network (WSN) applications.

3. Introduction to low power network protocols for WSN. Current routing and scheduling schemes for WSN will be
covered based on techniques addressed in the literature as well as methods being developed by the authors.

4. Environmenta issues including RF signal propagation, multipath and interference as well as coexistence issues based on
operating the WSN in an unlicensed frequency band.

5. Context aware design, i.e., understanding the WSN application and exploiting the characteristics of the problem to
achieve an improved design.

Prerequisites for the new course will be an introductory course in analog and digital communications and an introductory
course in embedded systems.

A three prong approach is to be investigated for engaging the students and facilitating learning: 1) traditional lecture, 2)
computer modeling & simulation, and 3) laboratory with empirical investigation. Communication theory and analytical
models are often considered dry by undergraduate students leading to poor retention of the material. Understanding these
concepts is an important part of understanding approaches required to solve real world problems. Therefore, a pedagogical
goal is to develop learning modules for the topics in the course. Each module would use multiple approaches and multiple
teaching approaches to engage the student to grasp difficult concepts and see underlying principles. To illustrate, radio
frequency signal propagation is an essential component in designing WSNs and there are well-established analytica models
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that characterize signal propagation. The analytical models are involved and difficult for most undergraduates to grasp. A
learning module for RF propagation could include the following: 1) Lecture introducing the concept of RF propagation at a
high level with limited use of mathematical models, 2) Laboratory experiment which extends the lecture and requires the
student to engage in discovery-based learning, 3) Follow up lecture which discusses the analytical models in detail, drawing
upon the students observations from the lab, 4) Additional computer simulation assignment on RF propagation which
reinforces the concepts discovered in the laboratory and presented in the classroom. Identifying the correct set of topics and
the development of the learning modules is central to the objectives of the project.

CONCLUSIONS

Engineers who have knowledge of embedded systems and wireless communications will be in high demand. Unfortunately,
there are few affordable development environments available for classroom use, so students often do not learn about these
technologies during hands-on lab exercises. We have provided students with hands-on lab exercises which represent some
areas of communications and wireless communications used in industry. Several examples of communications lab exercises
were described, including wireless communications. A future lab will investigate IEEE 802.15.4 in great detail. A follow-on
Wireless Enabled Embedded Systems course is also suggested.
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